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YCIEX

m«CMGKOM»

Pa3paborka OEM-peweHnn Ha 6a3ze WinCC OA

NTK «KACKAL>»

KoMmnnekc ABToMaTuanpoBaHHbIX CucreMm KoHTpons,
AaMUHUCTpUpOBaHuAa U [incneruepusayum
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HAOEXXHOCTDb,
«CubKom» | | \iecTRo

YCIEX

AkumnoHepHoe O6wecTBo «CMoKom»

AO «CunbKom» cosgaHo B 2003 roay

Cneumnanmnampyetcss Ha  KOMMMEKCHbIX  pelweHuMax B obnactm  aBTomMartmsaumu,
TenemexaHusaunm, noXxapHom, OXpaHHOM CUrHanusaumu, ceTen CBA3n 1 MHGPOPMaLMOHHOW
6e30nacHOCTM TEXHOMNOIMYECKNX 0O bEKTOB

[MpeanpusaTne obecnevynBeT KOMMIIEKCHYIO aBTOMaTM3aLUuUO-06beKTOB A00ObIUN, NepepaboTky,

XpaHeHus1, peanu3aumm HeddTn U HedTENPOAYKTOB HA CaMOM BbICOKOM YPOBHE U B CXaTble
CPOKM

B noptdonuo npeanpuatna — 6onee 100 npoekToB, YCNELWHO peann3oBaHHbIX MO 3akasam
KPpynNHENWNX  nNuaepos HedTerasoBom oTpacnu (MAO «[asnpom He(TbY,
OAO «HK «PocHedTb», MAO AHK «BawHedTb», MAO «JTYKOWUIT» u ap)
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m«CMGKOM»

Ha paHHbIN MOMeHT pa3pabartbiBaroTca 4 mHAycTpuanbHbIX peweHusa npumeHeHusn NTK KACKAL:

“ Cucrtema gucnet4yepusaumm B oobnactm ooobium HechTH U rasa,
C NoAAepXXKoOW UHTerpaumm gaHHbIX U3 pasnnyHbix SCADA-cucrtem

‘ Cucrtema KycToBOM TeneMexaHMK1U, C BO3MOXHOCTb KOH(pUrypupoBaHua m

paclwmpeHus npu nomMmowm nHtepdenca onepartopa

Cuncrtema TeXHONMOrM4ecKoro n oxpaHHoro suaeoHaonoaeHna n CKy[,
ce@’e, A\ ¢ uHTerpaumen B ACYTI

*ese0 "/ 4

Cucrtembl ynpaBneHusa TpyoonpoBoaoB HedpTU U ras

s
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MpeumyuwiecTea anAa NOCTpoeHusa cuctem Aucneruepmsauymm:
[MoNHOCTbIO OTKPbITaA pa3paboTKa NpoeKTa
NHTerpauma c Nntobbimmn MHGOPMALMOHHBIMU CUCTEMAMK NPEANPUATUSA
[apaHTUpPOBaAHHbLIN cbOp AaHHbIX ¢ ACY Tl 06beKTOB, AO0KAYKa Npu o0bpbiBe CBA3MU
AHannTtnKka abPeKTMBHOCTU NPOU3BOACTBA U KNHOUYEBLIX NOKa3aTeNnemn
Bo3MOXHOCTb NPOBOAUTbL pPacyeTbl 060N CAOXKHOCTH
Bbirpy3ka cpe3oB AaHHbIX M 0TY4EeTOB No e-mail, Ha ob6nayHble xpaHuanuwa.

MpeacraBneHne TexHonormdyeckoro Web-noptana npousBoacTBa € noaaep:kkom HTML-5 ¢
BO3MOKHOCTbIO BbiBOAa Ha iphone, ipad, MAC, MK, nHterpauma B cyuwecteyowmne Web npoekKTsbl,
cBobogHOEe peaakTMpOBaHME NCXOAHOMo Koaa.

BHeapeHne TUC unHbOpMaUUOHHOM cucTembl. MpuoputeTHoM nnatdopmbl NPeaACcTaBAEHUA AaHHbIX
PYKOBOACTBY KOMNaHUKU. Micnonb3oBaHme KapT B dopmaTe Shape anda pa3paboTku MHEMOCXEM

NHpopmaumoHHas 6e30nacHOCTb KaHa/0B NOAKAYEHUA K TEXHO/IOTMYECKMM cepBepam (cbop AaHHbIX
no 1 TCP nopty, NnpumeHeHne NPOTOKo/Na ayTeHTUudMKaumm Kerberos ana BHYTPEHHUX U BHELUHUX
KOMMYHUKaLuni).
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YCIIEX
BapuaHTbl pa3BépTbiBaHUSA BapunaHTt 1
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BapuaHTbl pa3BeépTbiBaHUSA BapunaHT 2

___________________________

~BO3MOXHOCTb

. /" Ynpasnawowana KomnaHua
JIOKa/IbHOW paboTbl

\

CepBep cbopa
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CTpyKkTypHasa cxema cbopa AaHHbIX B [lucneTyepckMm NyHKT ¢ opraHusaumen Web-goctyna (Ha ocHoBe NTK Kackan)

EV | - MeHemkep cobbiTuin

DB | - MeHegxep Ba3sbl [JaHHbIX

D - MeHeXep BB/BbIB
MoppepxvBaetcs

NP pOBaHHbI
npoTtokon HTTPS,
TCP nopt Ne443

2]
ORACLE R2E 5y |

DIST | - MEHeKep Nepeaayu AaHHbIX

CTRL | - MEHEKEP AocTyna

- MeHemkep UHTepdenca
nonb3osatens

OducHblie MK OdwmcHble MK
WIS- knneHt WIS- knneHt

ul

|

|
|

|
|

|
|

|
|

|
|

|
T

|
L

Cepsep b} } | APM [ucneryepa Cepsep Web-goctyna

|

|
|

|
|

|
|

|
|

|
|

|
|

|
|

|
|

KopropatusHas ceTb
nepeaayn gaHHbIX

Firewall ** Firewall *

Firewall * - inst nepegaun aanHbix B KCMN[, notpebyeTcs oTKpbITh:
1nopT — ANS Nepefayy AaHHbIX Ha cepeep Web-[JocTyna
1nopT — Ans nepegayun AaHHbIx Ha APM-[Oucnetyepa

Firewall ** - ina c6opa AaHHbIX 13 ACYTI Ha cepBep B[l, noTpeGyeTcsi OTKPbITh:
1 nopt 1nopT — AN nepeaayn oHNaiH AaHHbIX

1 nopt Homepa nopToB HasHauatTcst CBOGOAHO, NtoBble AOCTYMHbIE.

CeTeBoit kommyTaTop

CeTteBoit kOMMyTaTOp
RDB }7 EV H D
D CeTeBoi KOMMyTaTop D

v
N S 1 nopt S
Uctopuueckuit N Uctopuuecknit S prveckuit S bB
Cepsep, Cepsep, Cepsep,
A, [} Bl

1 nopt
Cepsep Cepsep Cepsep Cepsep Cepsep Cepsep
BB/BbIB BB/BbIB 88/8BbIB B8/8BbIB 88/BbIB 88/BbIB
(ocH.) (pes.) (ocH.) (pes.) (ocH.) (pes.)



HAOEXXHOCTDb,
KAYECTBO,
YCIEX

m«CMGKOM»

Cucrtema KyCTOBOW
TeneMexaHUuKn

«KACKA»
Ha 6a3e WIinCC OA

2017 r.
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m«CMGKOM»

KACKA/] - sto nuayctpransHoe

pelleHune 4asa CUCTEM KYCTOBOW
TenemexaHukm Ha 6ase WinCC OA.
N npeactasaaet n3 ceba OEM
NPOAVKT C MakeTom bubnmnoTtex
3/1EMEHTOB, CKPUMTOB U
MOJEPHN3NPOBAHHOIO OHAAWNH
CNpaBOYHMKA.

KACKAA

( NHTepdeic

CkpunTbl M
6nbnnotekmn

OHANaUH
cnpaskKa

2017 r.
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«CnoKom»

Cuctema Kyctosoi TenemexaHuku ot komnaxumn AO
o «CnoKom»

ABtopusauus
NTK KACKAL

KACKAA, c
pa3paboTaHHbIMMU
wabnoHamm,
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KACKAL

OCHOBHOI1 cepBe Cepsep b

PP \WEB cepsep psep b/l

APM OMEPATOPA  BBOAa/BbIBOAA (ORACLE)
Mpwn ysennyeHmun
D obbema AadHHbIX B

= NAaHaX UCMNoJZib30OBaHUe
5/ ORACLE
‘ - ‘

KYCT KYCT

BblHOCHOI4 gpaiiBep

Nnn BbiHOCHOM ApaiiBep

Unn

MpoekKr ¢

6ydepusaumei Mpoekr c

6ydepusauueit

KycroBoit cepsep KycTtoBoi cepsep
TeNlemexaHUKu TeNiemexaHuKu
B I pLc scaDAPACK B I pLc scADAPACK
32 32

WKA® ynpaBneHna = [resssssssssssscsceccccccocccocoooooq

LUKA® ynpasneHua




«CnoKom»

0-CATYPH/APIrocu
1-O3HA-UMNYJibC
2-O3HA-MACCOMEP
3-MEPA
4-MEPA-MACCOMEP

0-CATYPH/APIrocu
1-O3HA-UMNYNbC
2-O3HA-MACCOMEP
3-MEPA
4-MEPA-MACCOMEP

HAOEXXHOCTDb,
KAYECTBO,
YCIEX

CTpyKTypa onpoca

KACKAA

A

Modbus TCP

SCADAPACK 32

«Type_ECN»—»|

[Dob6biBatowan

—2 HarHeTaTtenbHas

Bopo3abopHas

BopaHana

i

0-bopeu B,
1-bopey,
2-Kackap2-200
3-YMKA-03
4-bopeun-KeaHTl
5-dtanoH
6-Tpruon-dneKToH
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m«CMGKOM»

[peumMmyliecTBa AAHHOU CUCTEMbI:
+/ [lobaeneHune kycta B cuctemy KACKA[L, 6e3 nomoLlu nporpamMmmmcTa;

+/ KacTomusaumsa BXoaHbIX/BbIXOOHbIX KaHaNoB
KOHTpOiepa, KycToBoro obopyaoBaHus ¢ nHTepdenca onepaTopa;

+/ KapTorpagunyeckaa HaBurauua no Kycram,

+/  PasgeneHue rnofiHoMo4mn No yvdactkam/uexam u
rpynnam nonb3oBaTteneu;

+/ [Nlepegaya HeobXxoaMMBbIX JAHHbIX B CTOPOHHUE Ba3bl AaHHbIX(SQL);

v/ [1BYA3bIYHbIN WAOSIOHbI 9NeMEHTOB (PYCCKUI/aHITTMNCKUI)
B 3@aBMCMMOCTU OT UCMNOSMb3YEMOro A3blka CUCTEMDbI
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O6wumun BMAO Kycra

cHaa nUcaTb KOMMEH
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HacTpownku KycTta Mowenamens  Tancy o1

bBopeu-B1 7 NobbIBaowan Y
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HacTpouku KycTa:
v/  PepaktnpoBaHue CKBaXuH
; THCTPOE B 3an {3 0 HomepFBY 1
(nobaBneHune/ynaneHue); e -
3mMeHeHne HacTpoek KOHTpornepa T

leonorn4eckuil Homep 4419

CKEaXHHbI
MakcumansHoe Kon-Bo

Homep oteOga =

<

3UH1 3UH 2 3UH3—
v/ OTObBpakeHne COCTOsAHME CBA3U C W o R
I [ I
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Al | DI | DO [ [ [ [ I
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Ter Ter =r &
L?rml !F[E)FISCRI:—I—l Ao koHpurypauuy WK v pacxofoMepoB Lon#Hel Beite

ONpezeneHbl reonoriyeckne HOMepa CKBANIH.
InA chbpoca koHgurypauun Heobzogumo chpocuTe
THN COCTEETCEYHILL Sl CKEaXWHA Ha "Hegobeieatowan”
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MaHenwu aHanoroBoro napameTpa

HacTtpouku AHanaroBoro napamerpa:

PenaktupoBaHne HaCTpPOeK YyCTaBOK,;
Bo3MOXHOCTb naMeHeHnsa HacTpoek KUIT;
TpeHaoBble NokasaHWA TEKYLLEro
N3meHeHne HanMeHoBaHUSA aHanoroBoro

BO3MOXHOCTbO N3AMEHEHUA OTO6pa)KeHI/IFI

4

4

4
AHarnoroBoro napameTpa;

4
aaTtymka n eguHuL, N3MepeHuns, ¢
ero Ha obLiem Buae;

4

Nonxoe nMa:

[Bys3bI4HbIN MHTEPdENC, B 3aBMCMMOCTH
OT BbIGpPaHHOro si3blKa.

MonHoe uMa:

|5"p03.u1Hru1l5u1T.N1 |

Mo2KoHHOE HMA:

Full Hame: |Level N1 |
Tag: level N1
Value: [ 000 [m

Setting PLC Trend

— Parameter

High alarm setting

Dead band, %

Break/Short circuit

High warning setting
Lower warning setting

Lower alarm setting

|Y|30E:.MHrL-161-1T.N1

—¥YcraBka ———

31

0.00
0.00

MoznoHHOE HMA: = Jnauenne: | 0.00 ” M |
TR | 0.00 ” M | YCTaBKM KN TpeHa
YeTaskm K Tpera — MNapamerp
— MNapametp —Pazpew. |~ YcraBKka — Afpec KaHana
BepxHaA aBapuiiHan ycTaska x 0.00
LWkana ALM MaKouMyM
BepxHAs npeaynpegnTenbHan yCTaBka b4 0.00
Lkana AL MUHHMYM
HuHAs npegynpeauTensHan yCcTaeka )( 0.00
. MaKCcMMankHan HHXEHepHan eduHrLa
HWKHAA aBapuiiHas yCTaeka % 0.00
rim e TR T b 0.00 MWHUMENEHEA HHXEHEPHEA eduHKLE
06puiB/K3 b4 FALSE KozuureHT dnnsTpaLmi

0.00

—Enable —

X

X B [X

X

m] e = = = =@

MonHoe uma:

3HaueHue:

|YpDB.MHrMEMT.N1 |

MNozwoHHOE HMA: Cy

| 000 [m |

YCTaskK KM TpeHa

| ¥pos.HriabiT. N1 [M] £ 5828 Ie-041

]

100.00

50.00

ot Yoo

0.00
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